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1. Oo0mmue nmojoxenns.

1.1. Hacrosmmas  MHcTpykima ompenenseT OCHOBHEIE (PYHKOHH, IIpaBa H
00S3aHHOCTH OTBETCTBEHHOTO 3a 3ammuTy HEQOpMamum mpm e€ o0paborke B
AHQOPMAIMOHHABIX CHCTEMaxX IIepCOHANBHBIX AaHHBX (manee - HMCII[n)
T'ocymapcreenHoro  6ropxeTHoro  06pazoBaTeNbHOrO — YUpPEXKAEHWs  BBICIIEroO
obOpasoBagma MocKoBCcKOH o0nacte «TexHONOTHYECKHH YyHHBepcuTeT» (mamee -|.
«MI'OTV»).

1.2. Hacrosmas WMuHCTpyKUHS SBAAETCA  HOIOJHEHHEM K AeHCTBYIOIIHM
HOPMATHBHLIM JOKyMEHTaM II0 BOIpocaM oOecHedeHHs 3alUThl IIepCOHANBHEIX
MAHHBLIX H HE HCKIIIOYAeT 0032 TEILHOTO BRIIIONHEHHS HX TpeOOBaHHA.

1.3. OTBeTCTBEHHBIM 3a 3aIlfHTy WHOOPMAaNMW Ha3HadaeTcs K3 dHcla
corpymaukos «MI'OTV», wumeromux BhHICIIEe TexHudeckoe obOpasopaHMe 6e3
npenbiABIeHns TpeGoBaunui K CTaKy pabOTHI.

1.4. HasHaueHHe  OTBETCTBEHHOrO  TIPOH3BOAMTCS  IIPHKA30M  peKTopa
«TexHOMOTHIeCKOT0 YHHBEPCATETA» O MPEACTABIEHHIO HPOpPeKTopa 110 6e301IacHOCTH
U PEKUMY.

1.5. OTBeTCTBEHHBIH 3a 3aOIUTY ﬁH(bopmamm IOA9WHAETCS HEIOCPEACTBEHHO
OpPOPEKTOPY 110 Oe301TaCHOCTH H PEXUMY.

1.6. OTBeTCTBEHHBIH 3a 3aMMUTY WHPOPMaIUu{ ocymecmnae'r CBOIO JIeSITENBHOCTD
B COOTBETCTBHH C 3aKOHOIATeNhCTBOM Poccmiickoii @exmepanny B 0DIacTH 3aIlHTHI
IEPCOHANBHEIX JAHHBIX, JOMKHOCTHOH HHCTpYKITHEH, IpHKa3aMH, PACIIOPHKEHUSIMHE H
VKa3aHHSIMH PYKOBOACTBA « [e€XHOIOTHYECKOT0 YHHBEPCHTETAN,

1.7. OrBercTBeHHBIH 3a 3amIMTy HWH(QOpPMAOHH TODKEH PYKOBOICTBOBATLCH B
cBoeii paborTe:

- Vkasamu u pacrnopsxenusMe [IpesunerTta Poccuiickoi Penepanny,

- TIloctaHoBineHHSMH H  pacnopsokeHusaM# IIpaBuTenscTBa  PoccmiicKoi

Oenepaluy;

-  HopmarmpasiMH pmokymeHTamMu ODeriepanpHoi  cmyxObl  OesomacHOCTH,
MenepampHoil CIy)kOBI [0 TEXHWYIECKOMY H 9KCIOPTHOMY KOHTPOMIO H HHBIX
YIOIHOMOYEHHBIX 3aKOHOJAaTeILCTROM OPTaHOB B OONACTH 3allAThl MHOOPMAIAH H
obecrneuenns 6e301ACHOCTH epCOHANBHEIX NAHHBIX;

- ILnaHoBo-y4ueTHOH AOKYMEHTANHEHR 10 HAlPaBICHHUIO NeITebHOCTH;

- IlpaBuiiaMH ¥ HOpMaMH IO OXpaHE TPy[a, OPOM3BOACTBEHHOH CAHUTApPHA H
TIOXKapHOH 0e30IIacHOCTH;

- TIpuxasamMy ¥ pACIIOPSIKEHHAME pekTopa « TeXHOIOrHIecKoro YHHBEPCHTETaN;

. T
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1.8. B coorsercTBEE ¢ MoOmensMH yrpo3 Ge30macHOCTH, pa3spaGOTAHHBIMH s
HUCIIiE T'OY, aKkTyanbHBIMEH SBJIOTCH TONBKO YTPO3H HECAHKIIHOHHPOBAHHOTO
noctyna (manee — HCJT).
1.9. C3U UCII/Iz nocTpoera Ha 6asze:

® BCTPOGHHBIX B IMICH3MOHHYIO ONEPALMOHHYIO cHcTeMy « Windows XP / 7
Pro» (manee - OC) mexarmuamos 3amuTsl o HCJT;

* MexcereBoro 3kpana « Tpaduk wHCIEKTOD 3.0%;

® CPEICTB aHTHEHPYCHOM 3allHTEI;

® OPraHU3aHOHHBIX Mep.

2. Ocnobuble GyRKOHH 0OTBETCTBEHHOrO 32 3aI(ATY HHGOpMANAH.

2.1. Korrtpoms 3a BhIIONHEHHEM TpeOOBaHHM [efCTBYIOIIAX HOPMATHBHBIX
JOKYMEHTOB II0 BompocaM o0eclieveHHs 3allHTHl IIEPCOHANBHBIX [AHHBIX IIPH
NPOBEAeHH! paboT Ha 4BTOMATH3HPOBAHHBIX paboumx wmectax (ganee - APM),
Bxozamux B coctas UCI)Ix.

2.2. Ilposenenne HACTpyKTaxa nonb3obatenelt ICII/Iu (noBeneHre Mo/ poCInCh
TpeboBanmit mECTPYKIHHK «]Io paboTe momb3oBareneii HEGOPMATHOHEOH CHCTEMEI).

2.3. KorTponms 3a cootBercTBHeM coctaBa MCII/lE HaHHEIM TEXHHYeCKOro
nacropra (B T.4. pealbHOR KOHGUTYpauy HEQOPMANHOHHEIX CBA3Eit ).

2.4. Koutpones paboTel cpeiacTB 3amuTel wHOOpMamdw (HacTpolika H
COIIPOBOXK/IECHHE IOACHCTEMEl YIIPAaBIEHHS I[OCTYIIOM IIOJB30BATENs K 3aHINASMEIM
uHpopMammoHHEIM  pecypcam  VICII/TH, aHTHBEpycHas  3amuTa, pesepBHOE
KOIIHpOBaHHE NAHHBIX | T.1L.)

2.5. KonTpons 3a BEIIONHEHHEM KOMIIIEKCa OpPraHH3al[HOHHEIX H TEXHHYECKHX
MEPOIpPHATHI 0 00ecledeHnIo 6e30MacHOCTH MEPCOHANLHEIX MAHHALX,

2.6. KoHTpons nopsgka YydeTa, XpaHeHHAS W oOpaleHdi C HOCHTEIMH
HH(popManEl (DyMasKHBEIX H SNEKTPOHHEBIX), COJEPIKAIIAX IePCOHAILHEIE JAaHHEIE;

2.7. OmnpeneneHre mOPSAKa ¥ OCYLIECTBIEHHe KOHTpois peMmonta APM. Ilpu
IIPOBENIEHAM TEXHHYECKOro OOCIYy)XHBaHUS K DPEMOHTA Cpe/CTB BHIYHCIHTEILHOH
TEXHWKH 3alpelnaeTcs [epefaBaTb PEMOHTHBIM OpraHHM3aluIM Y3IbI H OIOKH ¢
3JIEMEHTAMH HaKOIIEHHS H XpaHeHHs! KOHPUASHINATHHOR HHQOPMAHH.

2.8. TlpucyrcrBue (ydacTue) B paboTax 10 BHECEHHIO W3MEHEHHH B anmapaTHo-

IporpaMMEY10 KoHpurypanuio FCIITTx.
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2.9. IlpmmaTHE Mep MO ONEPAaTHBHOMY HM3MeHEHMIO Hapojell NpH YBOILHEHHH
HITH HepeMEIeHAN COTPYTHUKOB, HMeBIINX gomyck kK APM UCI1/IH.

2.10. Hezameanurensaoe HHQOpPMHPOBAaHHE IPOPEKTOpa IO OE30IaCHOCTH H
pexRUMy H HadallbHHKA OTAeNa 3alldThl HH(POPMAIMK U CeKPEeTHOTO JIENOTPOH3BOICTBA|
00 MMelomuXcSd HEeNOCTAaTKaX H BBIABACHHBIX HAPYIIEHHSX, 4 TAKXKe B CIIydae
BeliBIeHRA nonbelToK HCJ[ k oxpaHsieMBIM CBEAESHMSIM HIIH TIONBITOK HX XWINEHMUS,
KOITMPOBAHHUA WA H3MEHEHHS.

3. Konarpoinpyembie napamerpsnl npr nposepke C3A HCI1/Ta.

3.1. Hammawe nmWIEH3HOHHOTO IIpOTpaMMHOIO obecredeHHs (ONepauHOHHANL

CHCTeMa, aHTHBHpYCHasA IporpaMma u opucHen naxer) Ha APM HMCII/a.

3.2. Cobmonenne crnemyiomux TpeboBaHW# K JHMYHBIM ITAPONAM JOCTYTIa
nonb3oBarenei k APM:

*  IMHA NapoJIi AOJDKHA OBITH HEe MeHee 8-Mu OyKBeHHO-ITH(POBEIX CHMBOJIOB;

®  [apojk He JOJDKeH  BKIIOYaTh B cebsa  JIErKo — BBIYHCIIIEMEBIE
37I0YMBIIIJIEHARKOM COY€TaHWA CHMBONIOB (MMeHa, haMHNHH, THHA POXIEHHS H JpyTHe
naMsATHBIE IaTRl, HOMepa Tened0HOB, aBTOMOOHIEH, agpeca Mecra X HTEILCTBA,
nanMenoBanugd AC, odmenpuraTeie coxpamenns (0BM, JIBC, USER, SYSOP)) myrem
ananu3a FHGopMaryy o noiasiosarene APM; '

¢  He HCIIONBL30BaTh B KAUeCTBE IapoJid OAHH W TOT JKe TIOBTOPSFOIMUICS CUMBOII
m60 MOBTOPSIOITYIOCSE KOMOHHAIIAIO K3 HECKOJBKHIX CHMBOJIOB;

s  HE HUCIIOJH30BaTh B KAYECTBE Iapoiil KOMOMHALMIO CHMBOIOB, HAOHpaeMBIX B
3aKOHOMEPHOM TIOpAIKe HAa KIaBHATYpe (Hanpumep, 1234567 u T.11.);

®  IIpH CMeHe [1apoid HOBOE 3HAaUeHHe JOJDKHO OTIMYaThCs OT NPeBIayIIero He
MeHee 4eM B 4 MO3UITHAX;

® B 4HCIE CHMBOJIOB IApoisd 00S3aTelbHO NMOIDKHBI MPHCYTCTBOBATh OYKBHI B
BEPXHEM H HIDKHEM PErHCTPax, a Takke THGPEI;

e  HE HCIIOJIB30BATh paHee HCIIOIb30BaHHbIE MApOIIH.

3.3. Hammure Ha KOMIOBIOTEpPE V IOJL30BATENs IpaB He BEIMIE II0J30BATENL)» BO
H30exanre HeCAaHKITHOHAPOBAaHHOHN YCTAHOBKH IPOrpaMMHOro obecnedeHns.

3.4. OrcyTcTBMEe HAa KOMIIBIOTEpE JMIMTHUX YYETHBIX 3ardcel ITomb3oBaTenei
KOMIIBIOTEpd, KpoMe 3ammcedl «AJMUHHCcTparop», «llonb3oBaTens» (BCTpoeHHAs
yueTHas 3anack «['0cTeY J0/DKHA OBITH OTKIIIOYEHA).
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3.5. Hamruue napons Ha Bxox B BIOS marepmuckoi muats KOMIIBIOTEDPA ¢ EeAbI
HEBO3MOJKHOCTH H3MEHEHHS HACTPOEK.

3.6. Haimure  nepuommdeckoro  oOHOBIEHHA  Gasel AHTHBHPYCHOrO
IporpaMmHoro obecrnedeHns.

3.7. Hanuune GecnepeboifHOT0 MCTOYHMKA IMTAHHS IJIS IITATHOTO 3aBEpIOCHH

npomecca 00paboTku HHpOPMAlMM HAa KOMOBIOTEPE B clIydae OTKITFOUCHHS
ANEKTPOMHUTAHHS.

3.8. OrcyrcTBHE cO CTOPOHEI mob3oBaTeNns APM creqyrommx HapyIIeHHH:

®  3ANKMCH Iapolel B O4YEBHIHBIX MeECTaX, BHYTPEHHOCTH ANIHKA CTOJE, Ha
MOHHTODE KOMIIBIOTEpA, Ha 00paTHOH CTOpOHE KIIaBHATYDEI H T.1.;

*  XpaHeHu:d NapojleH B 3aMCaHHOM BHAE HA OTAEIBHBIX JIHCTaX OyMary;
®  CcOODINEHHS MOCTOPOHHHM JMIaM CBOWX TAapoleif, a Takke CBENEHHN o
npuMerseMon cucreMe samaThl MCII/IH 0T HeCaHKITHOHHPOBAHHOIO AOCTYIIA.

ITpopexTop o 6e3omacHOCTH

H pPeXKuMy Al ®Genopos
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